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Area banks don’t waver on ATM security

By Pat Murphy
staff writer

Don't look for drastic changes to
Imprave security at automatic tedler
banking machines, according to bank
exccutlves contacted in the wake of
the killings of Wanda and Glenn
Tarr.

Numerous ideas ~ like so-called
“panic” buttons or 9-1-1 emergency
phone systems — have been consld.
cred, evaluated and rejected as im.
practical, say the bankers who are
acutely aware that locally public
confidenee in automatle teller ma-
chines {(ATMs) may have been shak-
en by the Tarr killings latc last year,

“Anytime there's an Incident in-
volving an ATM, we agaln check our
seeurity  measures to sce if we
should make some changes,” said J,
Richard Johnsen, director of corpo-
rate  communlcation for Natlonal
Bank of Detroit {NBD), “But there
are no immediate plans for any
changes.”

The Tarrs were abducted sepa.
rately on Nov. ¢ from Rochester
Hills and subsequently shot to death
in Pontiac. Before he was killed,
Glenn Tarr was forced (0 withdraw
money from a2n ATM at Walton
Boulevard and Adams Road in Ro-
chester Hills.

“THE ATM was incidental,” said
Lt. Gerard Carlin, commander of the
Rochester Hills contingent of the
QOakland County Sheri{i’s Depart-
ment. Glenn Tarr was abducted at
his home and killed clsewhere, he
nolcd.

“The fact that he (Glenn Tarr) was
forced to withdraw money from the
ATM had nothing to do with his ab-
duction or death,” Carlin sald,

Nevertheless, people began asking
about securily at ATMs and the safe-
ty of people using them. A resolutlon
introduced to the Qakland County
Board of Commissioners calied for
the county’'s Emergency Manage-
ment Division to contact the banking
communlty and Mlchigan Bell Tele-
phone Co. to dlscuss methods of im-
proving security at ATMs by install-
ing electronic securlty devices.

“I don't know what, if anything,
can be done,” sald commissioncr
Marilyan E. Gosling, R-Bloomfield
Hllls. “But It certalnly won't huet to
find out.”

Bankers ask themselves that ques-
tion regularily, according to Justin
L. Moran, spokesman for the Michi-
gan Bankers Associatlan.

"Customer sccurity Is always a
major concern, even before ATMs
became common,” Moran sald in a
telephone interview from his office
in Ann Arbor, “Securlty Is an on-
going concern and we are constantly
looking for ways to improve It.”

BUT THE BEST saleguard, he
said, Is a wary customer who is
aware of the hazards at an ATM and
acts accordingly.

“We make sure the lightling Is
good, and we frequently instal) cam-
cras,” Moran satd. But an educated
consumer Is the best safeguard.

The Bank Administration Institute
(BAIl), a research and education as-
sociatlon based in the Chlcago area,
says the incidents of crime assoclat-
ot with ATMs Is aimost statistlcally
non-existent.

"o the person tnvolved, crime as-
soclated with an ATM is a major
concern,” said Marjolijn van der
Velde ,senior research manager for
BAI which s based in the Chicago
arca. “But Incidents of crime associ-
ated with ATMs are very rare.

“In 1987, there were 3.5 million
ATM transactions for every single
incident of erime involving an ATM.

. . .do’s,

In 1988, there were 11.7 milllon
transactions for every Incident of
crime.”

Van der Velde sald BAIL tracks
crime statistics because of increased
cancern about ATM sccurity withln
the industry. She said she is aware of
the Tarr murders and the fact that
an ATM machlne was incidentially
involved.

LAST SUMMER Chicago experl-
cenced another murder involving an
ATM. In June, Dara Fietler, a 24-
year-old University of Chicago stu-
dent was abducted from her apart.
ment complex, forced to withdraw
4400 from an ATM and then mur-
dered,

Although the ATM was consldered
incldental to the robbery and mur-
der, the Chicago City Councit com-
missloned a task force to review se-
curlty at the ATMs throughout the
clty and suburbs,

“We dld cxhaustive rescarch,”
said Paul R. Feaser, manager of
product management for Dicbold
Inc,, the largest manufacturer of
ATMs. He is also chairman of the
task foree’s subcommittee on tech-
nology,

“We looked at a1l kinds of mechan-
ical things, includlng ‘panic
buttons,' ** sald Feaser, referring to
an_often-suggest alarm button an
ATM customer could push in an
emergency.

“The bad guys would become
aware of any alarm button t0o," said
Feascr. “And if someone has a gun
at your head, you certalnly wouldn't
sel off any alarm. The pollce would
respond just In time to pick up your
body."

‘To the person
involved, crime
associated with an
ATM is a major
concern. But incidents
of crime associated
with ATMs are very
rare.’
~ Marjolijn van der Velde
Bank Administration
Institute

Even i someone could set off
some kind of alarm, Feaser noted,
police would not llkely be able to re-
spond in time to thwart any robbery
or kldnapping. “Most ATM transac-
tions take 30 seconds or less, No po-
lice department can respond that
quickly.”

Feaser's subcommittee also con-
sldered video cameras and closed-
clrcuit televislon. “They would have
limited value,” he said, because of
the response lime.

The Chicago Task Force lsn't ex-
pected to make its full report until
carly next year. Preliminary find-
Ings, however, have concluded that
little can be done electronleally to
Improve security, said Feaser,

“SOME OF OUR early reports
suggest getting away from walk-up
ATMs and shifting to drive-ups, he
sald. “People would have more se-
curlty and privacy Inside thelr own
cars,” he sald.

Another preliminary suggestion is
to limit service hours for ATMs,
Feaser said. “Instead of offering 24
hour availabllity, maybe ATM hours
should be limited, perhaps from 6
aum. to 10 pm.

“Other than that, there's very lit-
tle we can do to make ATMs more
secure,” he sald.

don’ts

when using ATMs

Although the banking industry
continually looks for ways lo make
ATM: more salfe, the Michigan
Bankers Assoclatlon notes the best
security comes from alert and
knowledgeable customers,

The following is a list of some do's
and don'ts recommended by the as-
soclation,

DO:

® Memorize your personal identi-
ficatlon number (PIN) and keep it se-
cret. Do not give the number to any-
one clse, not even members of your
famlly.

@ Choose a well-lit, busy ATM lo-
catlen that can be seen from the
street, especlally on dark days or at
night. Sometimes it's safer to use an
ATM at another locatton.

® Park your car as close to the
ATM as possible without blocking
traffic, Lock the windows and doors
a3 you get out.

® Know exoctly what you are
golng to do before leaving your car
and approaching the ATM.

@ Take someone with you when
you go lo the ATM.

# Stand directly in front of the
ATM when making a transaction to
block anyone behind you from seelng
your PIN number or learning what

*, youare dolng.

® Leave.Immediately if you be-

come susplcious, Press the “cancel”
butten, retrieve your access card
and return to your car,

@ Notify your bank if your access
card or PIN Is lost or stolen.

® Use the same precautions and
common sensc when using an ATM
that you use with a checkbook, credit
card or cash,

DON'T:

® Write your personal [dentifica.
tion number on your ATM access
card or on a slip of paper kept in
your wallet,

® Get out of your car and ap-
proach an ATM untl you have
looked around and made sure there
are no suspicious people lurking
about,

® Approach the ATM il someone
clseis using it

@ Park your car where another
vehlele can block you In.

® Stand at the ATM and count
your money. Put your money and ac-
cess card away and return to the car
as soon as the screen is clear,

 Leave your receipt at the ATM.

Save the receipts and check them

agalnst your bank statement.

# Give your access card or PIN
to anyone else. If anyone posing as &
law enforcement officer ever asks
for your access card or personal
identification number, notify your
local police or bank Immediately.
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