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Hack attacks threaten security, future of the Internet

nme—
world

hnu never
seen a form
of communica-
tions as revolu-
tionary aa the
I But as
Si Lhin
past week in the
massive hack
attacks that
brought down
some of the
. nation’s most
popular Web
sites, the Internet's success is far
from asaured.
Some 26 years ago, the medin
was full of glowing accounts of
another form of

MIKE
- WENDLAND

what this one-on-one form of per-
sonal communijcation would

. mean to socioty.

Alas. The CB radio crazo self-
destructed becauss some peoplo
simply couldn’t behave them-
eol

Nui il the peuple, o bo suin.
Juat a few who keyed down their
microphones and shouted
obscenities, whistled, cat-called,
argued and used iliegal ampli-
fiars to boost their signals so
powerfully they drowned out the
vast majority of law-abiding
useras who really were trying to
communicate,

The actions of a few destroyed
:‘he whole wrvttn.r.’rhe Federal

the citizen’s bond radio craze, At
its penk in the mid to late "10s,
some 18 million Americas were
*10-4ing” their “good buddies”
and movies, magazines and
media covernga used some of the
same adjectives wo see connect-
ed with the Internet to describe

which regulated CB, threw up
its handa in disgust. It was pow-
erless to control the situation.

Anybody else sce a similarity
with what's happening on the
Internet today?

The tachnology behind the
Internet is surely more advanced

and widaspread than CB radios.
And with 120 million users, the
Internet s vastly more popular.
But if billion dollar-plus Web
mites can't provent 16-year-old
malcentents from -hutﬂnz down
their servico at will um-
mate good will the

It took some ﬂm» to umvuu:e
pooplo that tho Internet was a
reliable means of communication
and commerco. But, we wero
finally nssured: Security and pri-
vacy issues were handled. We
could trust the Nat. Rely on it.
And so e-commerce and Internet
technology took off, being largely
reaponsible for the incredible
economic boom we've been enjoy-
ing for two years now,

Now, that relinbility is being
severely tested.

From my calls and e-mail to
hackers and Internet sccurity
experts this week, it appears
that the attacks could easily be
the work of a bunch of teenage
nerds, dubbed “script kiddles” or

“packet monkeys® by the hackor
community because of their
immature behavior. So far, no
one has come forward to claim
responsibility for the nttacks,
which have taken down or seri-
ously interrupted nccess to
America's mast popular 1 t
and news portal Web sites,

The technology uscd for the
attacks is earily available by the
Internct in ready-to-go programs
that averwhelm a Web server
with bogus calla and slow service
to the point that legitimate users
can’t get through, The mentulity
behind such attacks is the same
an those who deface buildings
with graffiti or shout obscenitivs
into o CB microphone.

Plan of attack

The attacks employ n tactic
called *denial of service™ to over-
whelm Web site servers. Investi-
gators believe that about 60 dif-
ferent computers across the
United States have been used to

wimultaneousty send fulsified
data to “routers” on the Internet
thnt, in turn, are fooled into
flooding the Web sites with elec-
tronic signals.

It's !lml]nl’ to phone lmc-
bcmg

ottacks just overwhelm the Web
sitea and, in effect, mako them
unrcachable. Catching those
responsible is not going to be

cuay, tay cxpurta. Last summer,
o dozen government Wel sites
were similarly hit and, denspite
the FBI's bluster then, no one
wng ever caught,

1t reminds me of the FCC's
foilure to control CB radio
abusers a quarter of a century

150,

The problem few are ndmitting
but everyone connected with the
Net knaws is that it's all but
impossible to stop someone
intent on taking down a Web site
from ao doing.

P'm not sure if there is o solu-

tion to this. Like our grandpai-
ents used to eay, “enc bad apple
spoils the wholo bunch.” Living
in an open sovicty aa we do
where order and cooperstion.
depends on human bebavior, we.
be vulnerabla taﬂlu”

man decency.

After this week’s hack attasks, -
I'm worried about the future of -
the Internct.

There are rotten people just
like rotten npples, and as we're
now secing with the fnternet
therc’s not much we can do to
atop them from spoiling our
lives.

Mike Wendland covers the
Internet for NBC-TV Newschan-
nel uauonu a.cruu the country.
His “PC Talk" radio show airs
Saturday and Sunday afternoons
on Detroit’s WXYT-Radio AM
1270. He is the author of a serics
of Internet books, You can reach
him through his Web site ot
ww pemike.com

items for Business Newsmakers are
welcome from all compeanies and resi-
dents active in the Observer-area busi-
ness community, items should be
typed or legibly written and sent to:
Business Markelplace, ¢/o The
Observer Newspapers, 36251 School-
craf, Livonia 48150. Fax, (734) 591
7279 or o-mall kmortson@oe.
homecomm.net

Promotion

Michelle Overby-Long has been
appointed restaurant manager by
McDonald's corporation at Ford Road,
Westland. Her new responsibilities
include Total Customer Satisfaction,
Market Share and People Development.

Qvorhy-Long joined McDonald's in
1984 as a crew person. In 1995 she
joined the ranks of management and
continued to grow with McDonaid'a
until her recent promotion to restaurant
manager.

CPA welcomed

Muork H. Wagner, C.P.A. has joined
the firm of Grant, Millman & Johnson,
P.D., Certified Public Accountants and
Business Conaultants of Farmington

Hills.

New VP of FSI

Ron Goolsby wes recently appointed
to vice presidont of FSI (free-standing
insert) and Internet/e-commerce opera-
tions at Valassis Communications, Inc.
Most recently, Goolsby was the vice
president of the Livonia Printing Divi-
sion where he oversaw the integration
of multiple products and services capa-
bilities, during his seven years in this
position,

He resides in Livonin with his wife,
Ann, and their children Clairo and
Kenny.

AAL honors rep

Jim Ellis of Livonia was recently
selected AAL's First-Year District Rep-
resentative of the Month. Ellis was also
recogmz:d fcr lnx unles of mvcstment
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Organizational changes

DENSO International America
(DIAM) in Southfield recently
announced Doug Patton of Farming-
ton Hills was promoted to vice preai-
dent, Business Development, with over-
all responsibility for distribution, sales
planning, Ford business, heavy duty/ofl’
highway business and service center.
‘Terry Helgesen of Farmington Hills
was named director, DaimlerChrysler
Business, Customer Support Division.
He recuntly completed a two-year
at DENSO's head:

general

ters
in Japan as

New business director

3M Automotive has announced the
appointment of eighteen-year 3M veter-
an Francis Loftus as businesa director
of the JM Automotive Innovation Cen-
ter in Livonia.

New officer
id

Dell Engincering, Inc., 8 member of
the ERM Group, recently announced
that Treva A. Formby has joined their
Livonia office. Formby joina DelVERM
as Project Manager for the Air Quality
Practice and bring with her over seven
years of environmental engineering
experience including: mobile source

con trading,

Fnrmington Hills Bruce
Barrett hns been named to the office of
first vice president of the Boys and
Girls Public’s Board of Dircctors - a
Farmington Hills, not-for-profit residen-
tinl treatment center serving youth and
families. Barrett is the associated
superi d for Administrative Ser-

in international sales.

New account manager

FCI Automotive - North America of
Livonia has appointed Steven M. Ben-
nett as account manager — tier. He
will be ible for pursuing strate-

of AAL Cupltnl Munagement Corp., a
wholly owned subsidiary of AAL. He is
n district representative with the Park
Jarrett Agency of AAL in Livonia and
scrves AAL members in Farmington,
Farmington Hills, Livonia, Northville
and Plymouth.

gic partnershipe with automotive sys-
tem suppliers to increase value,
enhance quality and improve safety by
integrating connector interfaces into
electronics aystems components.

He currently makes his home in
Farmington Hills.

vices for Waynce RESA.

Stafier welcomed

Marie DeLine of Garden City has
joined the staff at Signs Now in Dear-
born as ita assistant production monog-
er. DeLine brings years of graphic expe-
rience to the job, having formerly
worked as a graphic designer. In her
new role she will he responsible for
meeting customer order deadlines, mon-
itoring the point of sale system and
improving custamer service standards.

Professional welcomed

and environmental compliance audit-
ing.

Partnership

Indcpendent Delivery Services, Inc
(IDS) and Valassis Communications,
Inc. of Livonia are pleased to announce
that David Brandkamp has been
hired aa vice president of sales for Indc
pendent Delivery Services, Inc., nn
online grocery shopping scrvice. He
bn'nga with him over 20 years of experi-
ence in the supermarket lnduutr;,
focusing on the scanning and in-storc

ion arena. In addition, Brand-
knrnp hos had extensive experience in
customer loyalty programs.

IDS is o technology-based company
that enables rupermarkets to effectively
compete in the on-line business. In
addition, IDS will offer e-merchandising
sotution-selling services for retailers.
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